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1. Train employees on cybersecurity

2. Evaluate and support staffing needs  
to address cyber risks

3. Protect access to sensitive employee  
information through cybersecurity  
best practices

1. Include cyber risks when performing  
entity-wide risk assessments

2. Develop and maintain policies and  
standards for your organization  
related to cybersecurity

3. Adequately fund cybersecurity

1. Fund cybersecurity to enable its success

2. Work with other departments to ensure  
third party contracts include appropriate  
cybersecurity accountability clauses 

3. Protect sensitive financial, legal and  
other confidential information

1. Educate yourself on the legal  
implications of cybersecurity

2. Implement an effective  
compliance program

3. Actively work across teams  
to create a holistic risk  
mitigation plan

1. Create a robust cybersecurity program

2. Integrate security into design,  
architecture, deployment, and  
routine operations

3. Maintain excellent technical  
competence in cybersecurity

Every role is important in preventing cybercrime.

Leadership and Planning Facilities and Operations

Legal and Compliance

Human Resources

Finance and Administration

Information Technology

1. Identify cyber risks to infrastructure

2. Ensure facilities have appropriate  
security controls

3. Improve security of infrastructure  
using cybersecurity best practices

to learn more about how you can create a culture of cybersecurity

Visit sao.wa.gov/BeCyberSmart

Pat McCarthy, Washington State Auditor 

SCAN ME!

https://www.sao.wa.gov/improving-government/the-center-for-government-innovation/
https://www.sao.wa.gov/improving-government/the-center-for-government-innovation/
https://www.sao.wa.gov/becybersmart/
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1.  Multi-State Information Sharing and Analysis Center (MS-ISAC) off ers

free membership with many benefi ts

As a local government, this is your key resource for cyber-threat
prevention, protection, response and recovery! MS-ISAC (https://www.
cisecurity.org/ms-isac), hosted by the Center for Internet Security (CIS),
is funded by the Department of Homeland Security, so it has many free
and low-cost services, such as immediate help should you experience
a cyber-incident. MS-ISAC’s operations center is available 24/7, and
off ers free incident response services like emergency conference calls,
mitigation recommendations and forensic analysis.

2.  Cybersecurity & Infrastructure Security Agency (CISA), a division 

of Homeland Security, off ers services at no cost

CISA, a division of Homeland Security, off ers free services to local
governments including vulnerability scanning, phishing campaign
assessment, and remote penetration testing. For a complete list of
services, see the CISA Cyber Resource Hub (https://www.cisa.gov/cyber-
resource-hub).

3.  The Public Infrastructure Security Cyber Education System 

(PISCES) helps small local governments

PISCES (https://pisces-intl.org)connects small municipalities (fewer than
150 network users) with students who analyze live-streaming metadata,
and perform network and threat analyses. CISA and Pacifi c Northwest
National Laboratory support PISCES, and it started here in Washington.

Improve your 
cybersecurity without 
breaking your budget
Balancing the many needs and budget priorities of your local government is challenging 
and fi nding dollars for cybersecurity programs may seem monumental. Would you be 
surprised to learn there are tools you can use at little to no cost? Here, we have rounded up 
some of the best resources available to help you improve your cybersecurity posture.

CYBER
SECURITY

http://www.cisecurity.org/ms-isac/
https://www.cisa.gov/cyber-resource-hub
https://pisces-intl.org/


4.  Free cybersecurity training for managers and technical professionals, 

from beginner to advanced

FedVTE is a free online, on-demand cybersecurity training system (https://niccs.cisa.
gov/training/federal-virtual-training-environment-fedvte) providing 
cybersecurity training courses for federal, state and local government 
personnel. It includes basic training for managers and more technical 
training for IT staff .

CISA also provides online and in-person, instructor-led technical training
(https://www.cisa.gov/uscert/ics/Training-Available-Through-CISA)
at no cost. It off ers a fi ve-day training event in Idaho Falls, Idaho, as well as 
regional training courses and workshops in various other locations.

5.  Free employee awareness trainings for your cybersecurity program 

ESET, a global digital security company, provides an informative 90-minute 
interactive training (https://www.eset.com/us/cybertraining), and employees 
receive a certifi cate upon completion. 

The National Cybersecurity Alliance has short, fun, cybersecurity awareness videos
(https://staysafeonline.org/resource/security-awareness-episode) that you can use 
to educate your employees.

6.  Cyber Readiness Institute off ers a cyber-readiness program for small to 

medium enterprises

The Institute was established by industry leaders and this program
(https://cyberreadinessinstitute.org/the-program) provides steps to develop 
and implement cyber-readiness policies. It requires limited expertise and 
can be completed in a few short weeks.

7.  A comprehensive cybersecurity program that focuses on “people, 

preparedness, policy and partnerships” 

The Emergency Management Division of the Washington Military Department 
has undertaken a statewide eff ort to help ensure all communities can be better 
prepared to defend against cyberattacks. Its Cyber Security Program (mil.wa.gov/
cyber-security-program) addresses four cornerstones of eff ective preparation: 

• Training emergency managers across the state in how to address incidents 
involving cyber systems

• Conducting preparedness exercises that involve public and private sector 
participants

• Designing policy materials that all levels of government can apply 
to encourage cybersecurity 

• Ensuring cooperation and collaboration by bringing together all key partners 
in statewide cybersecurity, from the National Guard to tribal governments, 
small utility companies and global private sector IT corporations

https://niccs.cisa.gov/training/federal-virtual-training-environment-fedvte
https://www.cisa.gov/uscert/ics/Training-Available-Through-CISA
https://www.eset.com/us/cybertraining/
https://staysafeonline.org/resource/security-awareness-episode/
https://cyberreadinessinstitute.org/the-program/
https://mil.wa.gov/cyber-security-program
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CYBERSECURITY
is everyone’s job.

Disclaimer: This resource is provided for informational purposes only. It does not represent 

prescriptive guidance, legal advice, an audit recommendation, or audit assurance. It does 

not relieve governments of their responsibilities to assess risks, design appropriate controls, 

and make management decisions. The Offi  ce of the Washington State Auditor does not 

endorse any particular organization, product or service.

8.  Three levels of information security services, tailored to your government’s 

needs and budget 

Washington’s Department of Enterprise Services (DES) has established a master 
contract with NASPO ValuePoint Information Security Services to off er local 
governments and state agencies three categories of services. They include 
risk assessment and mitigation, event and incident management, and breach 
coaching. Because DES has already negotiated the master contract, smaller 
governments can work with DES to obtain faster, easier access to IS services 
without having to research and develop individual contracts themselves. 
The DES website (https://apps.des.wa.gov/DESContracts/Home/Contract 
Summary/01220) has more information and links to NASPO’s website.

9.  Center for Internet Security (CIS) Controls off ers sample policy templates

CIS is a community-driven non-profi t, and home to MS-ISAC. CIS provides 
information technology and cybersecurity sample policy templates (https://
www.cisecurity.org/-/jssmedia/Project/cisecurity/cisecurity/data/media/fi les/
uploads/2021/11/NIST-Cybersecurity-Framework-Policy-Template-Guide-
v2111Online.pdf), best practices for securing IT systems, as well as 
data and technical resources for IT professionals. 

10.  Washington State Auditor conducts cybersecurity performance 

    audits, at no charge to your government

In our cybersecurity performance audits (https://sao.wa.gov/about-audits/about-
cybersecurity-audits), IT professionals evaluate your security controls and perform 
penetration testing at no cost to you. These audits are voluntary. If you have 
questions or want to join the waiting list, email us at SAOITAudit@sao.wa.gov. 

https://apps.des.wa.gov/DESContracts/Home/ContractSummary/01220
https://sao.wa.gov/about-audits/about-cybersecurity-audits/
mailto:SAOITAudit%40sao.wa.gov?subject=
https://www.cisecurity.org/-/jssmedia/Project/cisecurity/cisecurity/data/media/files/uploads/2021/11/NIST-Cybersecurity-Framework-Policy-Template-Guide-v2111Online.pdf
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● Reporting to the Attorney General's Offi  ce

If any single security breach aff ects more than 500 Washington residents, consider speaking with
your legal counsel and then report it to the AGO. To learn more about the reporting requirements and
how to report, visit the AGO's website: www.atg.wa.gov/data-breach-notifi cations.

● Reporting to the State Auditor's Offi  ce

State law requires state and local governments to immediately notify our Offi  ce of known or
suspected losses of public resources or other illegal activity. That means a government must report
instances such as missing deposits or employee thefts. But this can also mean reporting cyber-related
events involving fi nancial records or fi nances. Unlike AGO reporting requirements, the number of
people aff ected has no bearing on whether you need to report to us.

Here are some examples of cyber-related events you should report to our Offi  ce:

• Your government experiences a ransomware attack and makes a payment to the extortionists to
regain access to your data. This extortion payment is a fi nancial loss as a result of illegal activity.

• Your staff  is tricked by a fraudulent email into changing payee banking information, and as a
result sends an ACH payment to a criminal instead of to a vendor or employee.

• Your computer system is hacked and the bad actors have accessed your fi nancial records –
even if you don't think those records were harmed or aff ected in any way.

• You have a security incident that might have aff ected your fi nancial records or systems,
but you are not certain.

When and how to 
report a cybersecurity 
issue to SAO

SECURITY
CYBER

State law requires local governments to report certain cybersecurity breaches to the 
Washington State Attorney General’s Offi  ce (AGO). In some cases, you need to report 
various cybersecurity issues to the State Auditor’s Offi  ce, too! Of course, we hope you 
never have any, but if you fi nd yourself in this spot, here is some important information 
that can help you comply with these laws.

https://www.atg.wa.gov/data-breach-notifications
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CYBERSECURITY
is everyone’s job.

Disclaimer: This resource is provided for informational purposes only.  It does not represent 

prescriptive guidance, legal advice, an audit recommendation or audit assurance. It does 

not relieve governments of their responsibilities to assess risks, design appropriate controls, 

and make management decisions. The Offi  ce of the Washington State Auditor does not 

endorse any particular organization, product or service.

You’ll notice all these examples involve government fi nances or fi nancial records 
in some way, and they might have resulted in the government being defrauded 
resulting in a fi nancial loss. This means that, just like a typical fraud, you shouldn’t 
delay reporting to our Offi  ce when you suspect there might be a problem or 
potential loss.

Report everything? No! An example of a cybersecurity issue you would not 
report is anything completely unrelated to fi nancial activity. For example, if you 
had ransomware on a non-fi nancial system, and you didn’t pay the ransom, you 
would not need to report it. However, you would to be confi dent that no fi nancial 
systems or records were aff ected.

●  How do you report an issue to the State Auditor's Offi  ce?

State and local government employees should use the online Report a Suspected 
Fraud or Loss form at this web page: sao.wa.gov/report-a-concern/how-to-report-
a-concern/fraud-program/

Additional resources

We know cybersecurity is complex, and that additional resources can 
help governments improve their cybersecurity posture. Check out some 
of our recent off erings:

• Free resources available to local governments: portal.sao.wa.gov/
PerformanceCenter/#/address?mid=6&rid=18540

• Remind your staff  to stay alert and protect your systems with this 
short resource full of quick tips for every employee: portal.sao.wa.gov/
PerformanceCenter/#/address?mid=6&rid=18539

• Learn how to improve your government’s cybersecurity, no matter 
what role you play: sao.wa.gov/becybersmart/

• Backup and recovery best practices: portal.sao.wa.gov/PerformanceCenter/#/
address?mid=6&rid=18553

https://sao.wa.gov/report-a-concern/how-to-report-a-concern/fraud-program/
https://portal.sao.wa.gov/PerformanceCenter/#/address?mid=6&rid=18540
https://portal.sao.wa.gov/PerformanceCenter/#/address?mid=6&rid=18539
https://sao.wa.gov/becybersmart/
https://portal.sao.wa.gov/PerformanceCenter/#/address?mid=6&rid=18553
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